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Cifrado de archivos

Internet permite compartir informacion
con personas de cualquier parte del
mundo en tiempo real. Pero si tu
informacion sensible cae en manos
equivocadas puede ser muy peligroso.

Cifrar archivos antes de subirlos a la
nube para compartirlos, es una buena
alternativa para mantenerlos seguros.



Cifrado con VeraCrypt

VeraCrypt te permite crear contenedores no solo para cifrar,
sino también disfrazar archivos y poder almacenarlos,
transportarlos y compartirlos de manera segura.

3 Instalar y ejecutar VeraCrypt en tu computadora.



Crear contenedores ~
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de archivos cifrados ~

Abrir contenedores
de archivos cifrados
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Volumes 5Systern  Favontes Toels 5Settings Help Homepage

Drive  Volume Size Encryption Algorithm '

Crear
contenedores

Hacer click en
"Crear volumen"

l Create Yolume l

Yolume

% . Select File...

Veral :
LR [ Mever save history [ Volume Tools... Select Device...

Auto-Mount Devices Dismount All




£ VeraCrypt Volume Creation Wizard

VeraCrypt

VeraCrypt Volume Creation Wizard

@ Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users,
More information
' Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive (e.q. a flash drive). Optionally, creates a hidden volume,
| Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

Mare information about sy

Crear
contenedores

Seleccionar “Crear un
contenedor de archivos
cifrado” y hacer click en

“Siguiente”



Volume Type

@ Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.,

. Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume, There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.,

Maore information about hidden volumes

\ Mext = ‘ \ Cancel
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Crear
contenedores

Seleccionar “Volumen
estandar de VeraCrypt” y
hacer click en “Siguiente”




Volume Location

* | selectFie... | 4

A VeraCrypt volume can reside in a file (called VeraCrypt container), C re a r
which can reside on a hard disk, on a USB flash drive, etc, A

VeraCrypt container is just like any normal file (it can be, for

example, moved or deleted as any normal file). Click 'Select File' to Co nte n ed 0 res

choose a filename for the container and to select the location where
you wish the container to be created.

(| Mever save history

WARMING: If you select an existing file, VeraCrypt will NOT encrypt Hacer click en

it; the file will be deleted and replaced with the newly created ‘" - - 3
VeraCrypt container. You will be able to encrypt existing files (later Seleccionar archivo...
on) by moving them to the VeraCrypt container that you are about

to create now.

Help ] ’ < Back




= specify Path and File Name

@.uv . » Computer » Local Disk (F) » Data - ,;?H S S

Organize « Mew folder

af] Git Date modified
J- Pusic
b=| Pictures

=| Subversion

B Videos

Mo iterns match your search.

1M Computer
£ Local Disk (T3
w Local Disk (Dx)
w Local Disk (F:} ~ | — :

File name: | My Veolume -

Save as type: | All Files (*.") b

« Hide Folders

e

Crear
contenedores

Seleccionar la ubicacion,
asignar el nombre y extension
gque quieres para tu
contenedor y hacer click en
"Guardar"
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Crear contenedores

Puedes asignar cualquier tipo de extension sin afectar el contenedor, pero es
importante que la extension sea coherente con el tamano del archivo.

Si tenemos un archivo pequeno, lo ideal seria asignarle una extension de
imagen como “.png” o un archivo PDF “.pdf”. Si es un archivo muy grande,
deberias utilizar una extension de video como “.mp4”.



Volume Location

F:\DataMy Volume 6

save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),

which can reside on a hard disk, on a USB flash drive, etc. A ‘ :

VeraCrypt container is just like any normal file (it can be, for rea r
example, moved or deleted as any normal file). Click "Select File' to

choose a filename for the container and to select the location where CO nte n ed o res

you wish the container to be created.

WARNIMG: If you select an existing file, VeraCrypt will MOT encrypt - ne; - 1
it; the file will be deleted and r rep laced with the new '|l.| created H acer Cl ICk €n S I g Ul ente

VeraCrypt container. You will |:|F' able to encrypt existing files (later
on) by moving them to the VeraCrypt container that you are about
to create now.



Encryption Options

Encryption Algorithm 7

|AES v| | Test |

FIPS-approved cipher (Rijndael, published in 1998) that may be

used by U.5. government departments and agencies to protect
dassified information up to the Top Secret level, 256-bit key, C rea r

128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES \ —— ‘ CO nte n ed 0 res

Hacer click en "Siguiente"

Hash Algorithm

\SHA—EE 'r‘ Information on hash algorithms

’ Help ] ’ < Back ’ Cancel ‘




Volume Size

L

Free space on drive F:\ is 27.67 GB

@ MB

Please specify the size of the container you want to create.,

If you create a dynamic (sparse-file) container, this parameter will
specfy its maximum possible size.

Mote that the minimum possible size of a FAT volume is 292 KE.
The minimum possible size of an NTFS volume is 3732 KE.

Help

] \ < Back

[ Mext = ] \ Cancel

|
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Crear
contenedores

Asignar el tamano del
contenedor y hacer click en
"Siguiente”




Volume Password

[ Use keyfiles

Kavhlas .

]
|| Display password

7 Use PIM

It is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas @ ~ =5* +
etc, We recommend choosing a password consisting of 20 or more
characters (the longer, the better), The maximum possible length is 64
characters.

Crear
contenedores

Colocar y confirmar la
contrasena y hacer click en
"Siguiente”



Volume Format

Options
Filesystem F..!n.T \ Cluster Dr:f.—:ult \ | Dynamic 1 O
Random Pool: *, #+.4+-%, f4—%%——k7 4 _ 4% +.., ]

Header Key: *##*kskdddddhdrdhddrrdhdrdrdhrns C

Master Key: *#***sdddadhddrdhddrdhddrdhdrrns rear

Mover el cursor hasta que la
IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly barra se ponga ve rde Y hacer

increases the cryptographic strength of the encryption keys. Then

dick Format to create the volume. C | | C k en n FO rm ate a r"

Randomness Collected From Mouse Movements

Done Speed
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Crear
contenedores

Hacer click en "Aceptar"

VeraCrypt Volume Creation Wizard

| The VeraCrypt volume has been successfully created.




Volume Created

12

Crear
contenedores

Hacer click en "Salir"

The VeraCrypt volume has been created and is ready for use, If you
wish to create another VeraCrypt volume, dick Mext, Otherwise, dick
Exit.

o] [ <mex [ nee> J [ ex |}
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Drive  Volume Size Encryption Algorithm Type T

' Abrir
contenedores

Seleccionar una de las

| Create Volume Volume Properties. .. Wipe Cache Uni d d d es d 1S p onl b | es en I d
Yolume .
. parte superior
| s Never save history | Volume Tools. .. | | Select Device. . |
| Mount I ‘ Auto-Mount Devices ‘ ‘ Dismount All ‘ ‘ Exit ‘
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Drive  Volume

Size Encryption Algorithm

Type n
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| Create Volume

Yolume
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b Mever save history [ Volume Tools... l I
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Seloct Fies: |

Select Device... ]

‘ Mount

I ‘ Auto-Mount Devices ‘ ‘

Dismount All ‘ ‘

Exit ‘
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Abrir
contenedores

Hacer click en
"Seleccionar archivo"




_. Select a VeraCrypt Volume [ﬁ

@1\‘;}1| . v Computer » Local Disk (F:) » Data ~r|¥1~|

Organize « Mew folder == » i iﬁl

i Mame Date modified Type

- Libraries

|
= || My Volume 12/30/201411:28 ...  File A b rl r
j Documents

il Git

s & contenedores

e=| Pictures

=] Subversion

B videos Buscar el archivo del
M Computer 4 contenedor y hacer

£ Local Disk (C)

s Local Disk (D) click en "Abrir"

a Local Disk (F: ~ | - v b

m

File name: My Volume v | AllFiles () v

fg i
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Drive  Volume Size Encryption Algorithm
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[ Create Yolume ] Volume Properties...

Yolume
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F:\DataMy Volume - [

Coloct Fle-- ]

NG

Veralrypl

Mever save history | Volume Tools, .. | |

Select Device... |

[ Auto-Mount Devices I [ Dismount All I [

Exit I

g i i

Abrir
contenedores

Hacer click en "Montar"
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Enter password for F\Data\My Volume

FELCS-2 PRF:

Autodetection - ] | TrueCrypt Mode Cancel
Lse PIM
Cache passwords and keyfiles in memary
|| Display password
Use keyfiles Keyfiles... ] [ Mount Options...

fg i
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Abrir
contenedores

Colocar la clave de cifrado del
archivo y hacer click en
"Aceptar"
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Type i

I Create Volume ] Volume Properties. ..

Volume

Select File... l

F:\Data'\My Volume v I
| s Mever save history | Volume Tools. .. | |

Select Device.. . |

[ Dismount l [ Auto-Mount Devices l [

Dismount All ] [

Exit ]
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Abrir
contenedores

Si el archivo y la contrasena
son correctos, el contenedor
aparecera como un dispositivo
extraible
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Organize Properties System properties  »
}%E-Dcumem * Neme Type Abrir

sty _ a Local Disk (F:) Local Disk

J) Musi - Big () Local Disk contenedores

ksl Pictures || 5 Iomega HDD (L) Local Disk |

é Subversion | [Tl Disk (M) Lol Dick Podras acceder a los archivos

Videos : , :
4 Devices with Removable Storage (Z2) contenidos en ¢l, editarlos y

B Computer 2 DVD RW Drive (G)  CD Drive agregar nuevos archivos

£ Local Disk ({ = + [ -
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[ Create Volume ] Volume Properties...
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| F:\DataiMy Volume v [
et Mever save history [ Volume Tools... ] [

Select Device. .. ]

‘ Auto-Mount Devices ‘ ‘ Dismount All ‘ ‘

Exit ‘
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Abrir
contenedores

Una vez hayas terminado,
hacer click en "Desmontar"




Cifrado de archivos

Puedes compartir estos
contenedores cifrados a traves
de servicios en la nube como
Google Drive, Dropbox, OneDrive,
Mega o WeTransfer y compartir
la contrasena para descifrarlos
DOr mensajeria segura como
Signal o el chat secreto de
Telegram.




EDS Lite Crypto Disks &
(Android) File Explorer (iOS)

https://bit.ly/2YJjdMp https://apple.co/2WfgB7t
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RedesAyuda

¢Tienes alguna pregunta?
iEstamos para ayudarte!

@RedesAyuda

https://redesayuda.org/



